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[TpegoTBpallleHMe MOIIIeHHUYEeCTBa U obecIieueHre 6€30MacHOCTHU

Puick MollleHHM4YeCTBA SIBJISIETCS PpeasIbHbIM ITPU MICIIO/Ib30BaHUM 6aHKOBCKMX IIPpOAYKTOB. Tem He MeHee, aienysa
HECKOJIbKVM IIPOCTBIM IIpaBUIaM 6e30I1aCHOTO 6aHKI/IHI‘a, BBI MO>KeTe 136e>KaTh BO3MO>KHOI CUTyalmn
MOII€HHNY€eCTBA.

VIMest cuéT B 6aHKe I CTaB >XKePTBOJM MOIIEHHMYECTBa, Bbl CMOXKeTe 06PaTUThCSI, YTOOBI TOYUYUTh CBOM AeHbIY 06paTHO,
€CJIM BBI CJIeZIOBAJIY MOJIO>KEHMSIM U YCJIOBUSIM Balllero GaHKa. DTY YCJIOBUS OIIpeleITIOTCSI PAaKTUKOM GaHKOBCKOM
6e30IaCHOCTY ¥ BKJIIOYAIOT COOGIIeHMsI 0 ToTepe WJIM Kpaske KapThl, 1/MUJIN COOGIIeHe O MOIIeHHIYeCKO
JesITeJIbHOCTH, KaK TOJIBKO BbI 3TO OCO3HAJIN.

be3omacHoe 1CI10Ib30BaHME TUIATE>KHBIX KapT

Korpa BbI mosyunTe KapTy 6aHKa, Cpa3y MOAMIMUIIUTECHh Ha €€ 060pOoTe B MeCTe IOATIMCAHMS.
Jdep>kute 3anucyl peKBU3UTOB KapThl B HaZlé>KHOM MecTe. He JaBaiiTe CBOXO KapTy [J1s MICIIO/Ib30BaHMS APYTUM JINLAM, B
TOM 4YMCJIe YWieHaM ceMby. XpaHUTEe KapTy B YCIOBUSIX, MUCK/IIOYAIOIIVX IIOBPEXIeHNe, [I0TePIo, KpaxKy WIN XUIleHue
JAHHBIX, COep>KallXcsl Ha Hell. BHMMaTeIbHO IpOYNTalTe IIpaBuia U YCJIOBUS / KOHTPAKT, KOTOPbIe COIIPOBOXKIAIOT
Ie6eTOBYIO KapTy, U cobmomaniTe nx. Hukorza u HuKoMy He coo6marite Bam PIN-koz, CVV2 mnn gpyrue napoiy, B TOM
YUCIe COTPYAHMKAM 6aHKa. EC/IM BBl 3amMChIBaeTe CBOV JIMYHBIN MAeHTUMUKALMOHHDIN Koz, (PIN-Ko), He Zep>KuTe ero
BMeCTe C IUIaTEXKHOM KapToil. Y6eauTech, YTO Y BaC eCTh KOHTAKTHBIN Tesled)OH Balero 6aHKa, YToObI MUMETh
BO3MO>KHOCTDb HEMeJIJIEHHO M3BEeCTUTD ero B (JIy4Yae eC/IM Ballla KapTa 6yeT yTepsiHa MM MTOXUIIeHa.

baHK nmeet prI‘)’IOCYTO‘-IHbIﬁ LOEeHTp Imogaep>XKu, 4Jjisd TOTro, YTOG6BI KJIIMEHT MMeJI BO3MOXXHOCTh COO6I_HI/[Tb O I1I0Tepe Uin
Kpa’ke KapTbl, KaK TOJIbBKO OH OCO3HAET 3TO. bank HEeMeIJIEHHO 3a6n0K1/[pyeT Ballly KapTy, U BbI M30eKUTE TAKUM
o6pa30M Imoaienyrouiye rnmoTepm ¢ Balero cyeTa.

BbI Mo>KeTe B BallleM 6aHKe YCTaHOBUTD Ha CBOEM CUETe MaKCMMaIbHBIN CyTO‘IHbe/] JIMMMUT I10 CHATUIO CPpeACTB ,
KOTOprﬁ IIOMOJKET YMEHbIIVTD ITIOTEPU Ha BallleM CuéTe B Cjly4dae, eIyl KapTa "1 PIN 6Y,ELYT IIOXUIIT€HBbI.

CBepHﬁTe BBIIIMCKM ¢ 6aHKOMAaTOB U KBUTAHIIVMIM HaA ITIOKYIIKY ITIOJIY4€HHBI€ B Mara3mMHax C BBIIMCKOM 110 CUeTy. Ecnu BBL
I10403p€BaeTe Ha/Inune KaKOo-/11M60 MOIIEHHNYECKO OeATEeJIbHOCTH, CBSI3aHHOM C MUCIT0/Ib30BaHMEM BallleTo C4eTa,
O6paT]/ITer B CBOJ 6aHK HeMeJIEHHO.

CyMMaprIﬁ rnepedyeHb COBETOB I1I0 6€3OHaCHOMY JMCII0/JIb30BaHUIO ITJIATEKHOM KapThI:

— BeperuTe Bamly IaTé>xXHyIo KapTy. Bcersia 3HaiiTe, Iie OHa HaXOOWTCST; €CJIV BbI €€ TIOTepsUIN, COO0InTe B 6aHK 06
3TOM KaK MOXXHO CKOpee.

— PexkomeHpyeTcst uTo6b1 PIN-KOZ, Bamei rraTé>KHOM KapThl , OTMYAICS OT BaIlleTo aJipeca,

— HoMepa TeslepOHa, HOMepa COLMAIBHOIO CTPaXOBaHUS MIV AAThl POXKAEHMS. TO 3aTPYSHUT MOXUTUTEITIO
VICTI0JTb30BaHMe Balllei KapThl. HeKoTOpbIe 6aHKM MTPeOCTaBIISIIOT BO3MOXXHOCTD CAMOCTOSITe/IbHOM CMeHBbI
BJIaZleIbIleM KapThI cBoero PIN-Koza mocpencTBOM 6aHKOMATOB.

— CoxpaHsiiTe ¥ MPOBePsINiTe KBUTAHIIUY JIJIST BCEX BUJIOB OTI€PALIVTA C BALIMMMU BBITIMCKAMM CO CYETA, JIJIsl TOTO YTOOBI
BBI CMOT/I O6HAPY>KUTb OLIMOKM MJIY HECAHKIIMOHMPOBAHHBIE IEPEBOJBI M COOOILATD O HUX.
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— VY6enuTecnh, UTO BbI 3HaeTe U JoBepsieTe IPOJIAaBITY VJIM KOMIIAHUY, IIpeXKe YeM ITOAeINThCSI KaKoW-I1n60
MHQOpMaIyein 0 6aHKOBCKOM CUETe MJIM JATh IpeBApUTEIbHOE COTIacKe Ha CIIMCaHMe CPEeLICTB C Ballero cYeTa.

— Kaxnpiit Mecsi1) 6e30T/1araTe/IbHO M BHMMAaTeIbHO M3y4MTe BBINIMCKY 110 CBoeMY cueTy. [Tpy 06Hapy>kKeHUn
HeCaHKI[MOHVPOBAaHHBIX ONE€PAIVii MV OMMOOK HeMeIeHHO CBSDKITECh C 6aHKOM WIN IPYIUM
COOTBETCTBYIOUIINM (PMHAHCOBBIM YUpeKIeHMEM.

Be3oracHoOe 1CII0/Ib30BaHe 6aHKOMAaTOB
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V6enuTech, YTO HUKTO He MOXKeT yBuIeThb PIN-Koz, KOTOPBIN BbI BBOgUTE. . [[poBepbTe, eC/in

Ha GaHKOMarTe He YCTaHOBJIEHBI KaKye-TO HeOGbIYHbIE YCTPOIICTBa/060pyLoBaHMe. ECiiM 94TO-TO OKakKeTCs He TaK,
cenyeT HeMeAjIeHHO CBSI3aThCsl ¢ 6aHKOM. EC/iv Bo BpeMsi TpaH3aKILMY, Ballla KapTa 3acTpsila B GaHKOMare, He
OTHAISANTECh OT 6AaHKOMATa U ITO3BOHMUTE B 6aHK. EC/TM BB HAX0OUTeCh Y 6aHKOMaTa B Hepabodee BpeMsl, TO3BOHUTE B
CIIY>K6Y 24-9acoBO¥ OIeP>KKY Balllero 6aHKa I10 IOBOAY ITOTEPSTHHBIX MIM YKPaZeHHBIX KapT. BaHK HeMeJ[JIeHHO
3a6JIOKMPYeT BCe Olepalyy 1o Ballel KapTe, YTOObI M36e3KaTh IOTEPU CPEICTB BCJIEICTBYE TOTEHIIUMAITBHOTO
MOIIeHHNYeCTBa . He 103BoJIsINiTE ce6e OTBAEKATHCS VI IPUHUMATD IIOMOIIb» IIOCTOPOHHUX. DTU JIIOAU MOTYT
TOIIBITAThCS 3aBjIafeTh Balleli KapToi u PIN-KomoM.

Be3omnacHbIe IIaTe>kK 6aHKOBCKMMU KapTaMM B Mdra3mMHaX, peCTOpaHaX U APYTUX ITYHKTaX

PO3HMYHBIX ITPOAAK

[Tpu BBoze cBoero PIN-Kozia He TI03BOJISIITe HUKOMY BUZETH LM PBI, KOTOpBIe BbI HabupaeTe. HecMoTps Ha TO, UTO
HOBBIE TEXHOJIOTUN 3HAYUTEIHHO YMEHBIIMJIN BO3MOXXHOCTb KOTIMPOBATh MH(OPMALMIO C Ballleli KapTel (M3BECTHYIO,
KaK CKUMMMHT), CO6II0aTe CJIeAyolie Mephl IPeLOCTOPOKHOCTH, YTOOBI IPeJOTBPATUTD T06YI0 BO3MOXKHOCTD
Iy6IMpoBaHMS Balllell KapThl:

— [Jep>kuTe Ballly KapTy BceTZa B ITojle 3peHusi. Hanpumep, eciyt odUIIMAHT XOUeT YHECTH Bally KapTy, YTO6bI
VHMIVMPOBATh TPaH3aKUMIO B APYTOM MeCTe, COMPOBOANTe OPUIMAHTa K 3TOMY MecCTY.

— He mo3BossiiiTe HIPOBOAUTD Ballleli KapToii 60Jiee YeM 10 OJHOMY CUMTHIBAIOIIEMY YCTPOMCTBY B OJHOV TOUKe
npogaxku. Ecim ycTpoiicTBo He paboTaert, TOSIBUTCS COOOLIeHMe M/MUM pacliedaTKa, 4YTo oIlepalys MIu coelHeHe
He yAaa0Ch.

— TIpu MOKyIKaX B MHTepPHEeT-Mara3/Hax, IpoBepbTe HaJu4le 3alIMTHBIX CMMBOJIOB 3Dsecure, 06bIYHO pa3sMellléHHbIe
Ha HVDKHeM YacTy Be6-caiiTa pojgasLa. [Tpy MOKyIIKaxX II0 MHTepHeTY He TpebyeTcs BBoAUThb PIN-Kof Bamien
IUTaTé>KHOM KapThl, T03TOMY He BBoAuTe cBoii PIN-Koz Ha Kakux-1160 Be6-caiTax.

be3somacHoe Mcmosb30BaHMe MHTEpHET- OGaHKMHTA.

C GOJIBIIOT [f0JIeli BEPOATHOCTY KOMITbIOTEPHBIE CYICTEMBI Ballero 6aHKa 6yIyT JOCTAaTOYHO
6e30IaCHBIMMY, HO BBI IOJDKHBI 3alIIUTUTD Ce6sI ¥ CBOJ GAHKOBCKMIL CIET OT BHEITHUX BO3/IeMCTBUIL IIPU IIPOBeleHU A
ollepaluii IOCpeICTBOM MHTepHeT-6GaHKMHTa. V36eraiiTe MCII0/Ib30BaHMS 00IIeCTBEHHBIX TEPMMHAJIOB (HaIIpUMep, B
O6M6IMOTeKaX VIV MHTepHeT-Kade) AJIsI 3JIeKTPOHHOT0 6aHKMHTA. EC/IM Bce-TaKM BaM IPUXOAUTBCST VICIIOIb30BaTh



001IIeCTBeHHBIV TepMUHAI, yoeaUTeCh, YTO HUKTO He MOJKET BIUIETh, KaK BbI BBOZWTE CBOE MIMSI II0JIb30BaTeJIsl M IIapOJIb
IIpY BXOJiE B CUCTEMY, ¥ YOEeIUTECh, YTO BbI IPAaBMJIBHO BBILIUIM M3 CMCTEMBI B KOHIIE Ballleil ceccum. PekoMeHayem
MEHSITb CBOJ MIApOJIb IIOCJIe TI0JTb30BAHMSI MHTEPHET-6aHKMHTOM C TIOMOIIIBIO 0OIIeCTBEHHOTO TepMMHAJIA.

HpOBO,E[I/ITe CBOM 3JIEKTPOHHBbIE 6aHKOBCKME orepaunuuy, MCIojab3ysa 6ecnp030/1H0171 HOOCTYII, TOJIBKO €CJ/IV BbI YBEPEHDBI B
HEIIPMKOCHOBEHHOCTU COeIMHEHNS, TaK KaK €CTh BBICOKU PUCK IIepeXBaTa BO BpeMsd 6€CHPOBO,Z[HOI7[ CBA3N.

Y6enyTech, UTO Y BaC eCTb COBpeMeHHbIe aHTUBMPYCHbBIE ¥ aHTUHINMOHCKME TPOTPaMMBbI [IJIsI 3alIUTHI OT MOIIEHHUKOB.
OTOT TUII IPOrPaMMHOTI0 obecriedeHNs 3allUTUT Bac OT BMPYCOB, a TakK>Ke OT pMcKa AUCTAaHIMOHHOIO XMIIleHMsI BallUX
TapoJielt VIv TMYHOM MH(pOpMaLVM BO BpeMsl MHTepHeT-6aHKMHTA.

[Tepes BX0[IoM B MHTepHeT-0aHK 3aKpOiiTe fpyTrue Be6-CcaliThl.

3axoAyTe cpa3y Ha CaiiT BalIero 6aHKa, a He yepe3 CCbUIKY, HAalIpMMep, IOVICKOBOJ CUCTEMBI VI 37IeKTPOHHOI MTOYTHL.
BBenuTe azipec B afpecHO CTPOKe Gpaysepa, WIM COXpPaHUTE CCBUIKY Ha BeO-caiiT 6aHKa B M36paHHOM. HuKkorzma He
IepexoAyITe IO CChUIKE Ha CaliT, KOTOPBI 3allpalllMBaeT M3MeHEeHe Balllero IIapoJist My NpefiocTaBleHye MHGOpMauun
0 BalreM 6aHKOBCKOM CuéTe. BeposiTHee Bcero, 3T0 MOIIEHHNYECTBO. BallleMy GaHKY He TpeGyeTcsl IOATBePKA,eHUS
BalIllMX JAaHHBIX.

Bce caiiThl, KOTOpBIe IIpe IaraloT 3JIeKTPOHHbBIE CPeJICTBA OIUIATHI, TaKMe KaK 6aHKM M MHTepHeT-MarasyHbl, UMeIOT Beb-
pecypchl, KoTopble HaunMHaTCA ¢ https://. [IpucyTcTBue «s» B https:// mHGOpMUpPYeT Bac 0 6e301aCHOCTU Beb-caiiTa.
Y6ennTech, 4TO Balll Be6-6pay3ep OTMeUYeH 3HAYKOM 3aKpBITOTO 3aMKa, KOTOPBI TaKKe YKa3bIBaeT Ha 6e30MacHOCTb Be6-
caliTa. Bbl Mo>KeTe KJIMKHYTb Ha 3TOT 3HAYOK JJIsI IO TBEeP>KAeHMS Blafe/blia caiTa.

BbIGepuTe HafEXKHBIN IIapoJIb, KOTOPBIN Helb3sl yTaAaTh jeTKo. ITocTapaliTech, YTOOBI B IIapoJie IPUCYTCTBOBAJIO, KaK
MMHMMYM, BOCEMb 3HAaKOB, B TOM 4McJie 6YKBBbI, MG PBI M CMMBOJIbL, TaKMe KaK BOCKIMUIIATe/IbHBINM 3HaK M/ pelleTKa.
PerynsipHO MeHsI/ITe CBOM IapOJIb.

Huxorza 1 HUKOMY He IlepefjaBaiiTe Balll I1apoJIb JOCTyIIa MHTepHeT-6aHKMHTA, B TOM 4lcjie 6aHKOBCKMM PabOTHMKAM.
[To OKROHYaHUM OIepaLyii Yepe3 MHTepHeT-6aHKMHT, BBIINTeE 13 CYCTEMBI U 3aKpOiiTe OKHO 6pay3epa. Eciau Be
3aMeTM/IM KaKoe-160 MOIIeHHYeCTBO UM APYTYIO I003PUTEIbHYI0 aKTMBHOCTD, COOBIINTe 06 3TOM B CBOI GaHK.
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