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PexoMeHallMM I10 ITOBBIILIEHNIO 6e30IIacHOCTH IIpn
JICIIOJIb30BaHMUMU IIJIaTEXXHOU KapTO4YKHA

PexoMeHZanuu 110 6e3011acCHOMY MCIIOIb30BaHMIO IJIATEXXHOM KapTOUKM B GM3UUECKOM cpefe

Yrupasnenue PIN n

Bpyrumu kogamu /

InapoinsiMmmu

IIpyMeHeHMe
KOJIMYECTBEHHbIX
IpefenoB Ha
eXXxef[HeBHble
onepanum,

OCyLIeCTBJIEHHBble

IJIaTEXHOM

KapTO4Kou

IIpuMeHeHME Mep
IPeAoCTOPOXXKHOCTH
npu
MCIIOJIb30BaHUM
naTeXHou

KapTO4YKM

XpaneHnue PIN-kopa B cekpeTe, kozia CVV2 / CVC2 / CID uinu 11060r0 APYroro maposs,

CBSI3aHHOTI'O C MICIIOJIb30BaHMeM IIJIaTEXHOM KapTO4YKu

He coo6uianTe PIN-KOf HUKOMY, fJaXKe YJeHaM CeEMbY (HMKTO He MMeeT IIpaBa
sanpauuBaTh PIN-koz, kox CVV2 / CVC2 / CID uu 060 Ipyroi Iaposb).
3anmoMHuTe PIN-KOZ, He 3alIMChlBast €ro Ha IUIaTEXHOM KapTOYKe MY Ha JII060M
OPYyroM HOCHUTeJIe.

Haxe ecniu 3anucanyu PIN-kop, y6egmuTech, YTO 9Ta MHGOPMALIMSA XPAHUTCS B
6e30I1aCHOCTHY, OTHEJILHO OT IJIATEXHOM KapThl.

XpaHuUTEe KOHBEPT C YI3BUMBIMU UAEHTUDUKAIMOHHBIMY faHHBIMY,
IIOJIyYeHHbIMM 13 6aHKA B MOMEHT IoJTyueHus: kKapTouku (PIN, CVV2/CVC2 /
CID) OTZeNbHO OT KapTOUKM, YTO6Bl MCKITIOUNTD MX OGHOBPEMEHHOE XpaHeHMe B
cIly4yae HECAaHKIIMOHMPOBAHHOIO MCIIOJIb30BaHMS.

BBopauTe PIN-KOZ] OCTOPOXXHBIM CIIOCO60M IIPY COBepILIeHuy maTexen B POS-
TepMMHaJIax MY IIPY CHATUM HaJIMYHbIX B 6aHKOMaTaX 6aHKa, YTO6bl
u36eXxaThb UX MOLIEHHNYECKOT 0 BOCIIPOU3BEeZIeHNSI ¥ MCIIONIb30BaHM TPEThbUMU
JIUI[aMMU.

[Tepuopuuecky MeHsitTe PIN-kozl.

He ucnonb3ynTe KoM6MHAINIO IIUbP / 06LIMI ITapoJIb AJIS HOCTYIIA KO BCEM
IJIaTeXHBbIM MHCTPYMEHTaM.

HeMepnneHHO CBSXXUTECH ¢ 6aHKOM U u3MeHUTe PIN-KOZ B ciiy4ae IOZI03PeHUST

OTHOCHUTEJIbHO HECAHKIIJMOHMPOBAHHOI'O BJIafléeHUA UM OPYTMMU JIMLIaMMN.

71 mpepynpeXxAeHusI MOLIeHHMYEeCTBa, aKTUBU3UPYIATE OMLIMIO IPUMEHEHNU S
KONIMYECTBEHHEIX IIPeZIeIIOB IS OTIePALiNiA, OCYLIeCTBIIEHHbBIX IIOCPELCTBOM
IUIATEXHOM KapTOYKY. [IpefiesioM sIBJIsIeTCS MaKCUMalIbHbIM 3HAaYeHUEM
oIlepaLyit WM MaKCUMaJlbHOe KOJIMYECTBO OIepaliuif, KOTOPBIX MOXHO
OCYLIECTBIIATH eXeJHEBHO/eXeHeIeJIbHO/3a OIIPeIeJIeHHBIY IIEPMOZ C

IIJIATEXHOI'0 CUYeTa, K KOTOPOMY IIPMKpPEIIJIeHa IIJIaTeXHasd KapTOo4Ka.

KOHCYNnbTUDPYNTE PETYIIIPHO CaT Balllero 6aHKa [Jis 3HaHUS Mep
6e30I1aCHOCTH IIPY UCII0JIb30BaHMM IJIATEXHOM KapTOYKY ¥ KOHTAKTHELe
JaHHBle 6aHKA B CJIy4yae HeO6XOAMMOCTH.

B ciryuae yTepy, KpaXky MU IPYTUX HOO3PUTENILHBIX CUTYaIlIUM
He3aMe[JIUTeJIbHO MHOOPMUPYITe 6aHK U TPEOYITE 6JI0OKMPOBKY KapTOUKM.
Yemyru no noppaep)xke 6aHKOBCKMX KapTOUYeK IOCTYIIHEL 24/7/365.
[IpoBepbTe CYMMY, YKa3aHHY0 Ha 9kpaHe POS-TepMuHana/6aHKoMaTa, [0

Ha4vaJia COEeJIKU.
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AxTuBUpYIiTe yenyry SMS- yBefjoMIIeHMe, C IIOMOLIBI0 KOTOPOM BBl CPa3y
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AKTHBaIUSA YCIYT
yBeZjOMJIeHUSA 06
OCYILIeCTBJI€HHBIX

cpenKax

BesomnacHoe
XpaHeHue/
MCIIOJIb30BaHUe
naTeXHou
KapTO4YKYU U
NOATBEPXAlOUIUX

AOKYMEHTOB

6yzeTe yBelOMJIEHE! 06 OIlepaliMsIX, OCYLIeCTBIIEHHBIX C INIAaTEXHOM KapTOUKOM.
B ciiyuae HeyaBLIEMCS CAEIKM C IOMOLIBIO ITaTEXHOM KapTOUKH,
He3aMeJINTEeJIbHO IIPOBEPHTE OCTATOK CUETA, K KOTOPOMY IIpUBsI3aHa
ITaTeXHass KApTOUKa, IPOCMOTPEB COZEPXXMUMOE II0JTYUeHHBIX YBEZIOMIIEHN,
WJIY C TIOMOLIbIO MHTEPHET-6aHKMHTa, MOGMITBHOT0 6aHKMHTA VTN APYTUX

CPeACTB, IpefoCTaBIIeHHbIX 6aHKOM-3MUTEHTOM JJISI 9TOTO.

XpaHuUTe KapTOUKY B YCIIOBUSIX, MCKJIIOUAIOLIMX ee IIOBPeXIeHYe, YTEPIO UK
KPaXky, MJIx KOMIIPOMEeTUPOBaHMe BBEIEHHBIX HA HeJ JaHHbIX.

TMopgnmuuInTe KAPTOYKY HAa 06paTHOM CTOPOHE B YKa3aHHOM MeCTe
He3aMeJINTEJIbHO IIPU €€ IIOJTYUYeHUN.

He nepefiaBaiTe KapTOUKY APYT UM JIMILIAM.

TpebyiiTe oCcyLIeCTBIIeHNE OIIepaluil Y TOProBIija/6aHKOBCKOM KacChl TOJIbKO B
CBOEM IIPUCYTCTBUY, He IT03BOJISINTE ee boTorpadupoBaHme MU KCEPOKC
JIUIIaMY, He MMEIOLIMX pa3pelleHye Ha OCYLIeCTBII€HMEe JaHHbIX AeICTBUM, BO
u3bexxaHue KpaXky JaHHbIX, BHECEHHbIX Ha KapTOUYKY, KOTOPble MOT'yT OBITh
MCIIONIb30BAaHbl IIPY OCYLIECTBIIEHUY OTIepaIINii B OHJIAMH-Cpefe.

Vi36eraiiTe XpaHUTh/IIepefjaBaTh KOHGUAEHIMAIBbHYIO0 MHGOpMAIINIO
rnocpencTBOM TesleboHa, SJIEKTPOHHOM IIOYUTH]l U/UIIY OPYT UMM CIIocO6aMM
CBsSI3M Uepe3 He3al[ULIeHHble KaHaJIbl.

TpebyiiTe IOATBEPXAAatoLIVe JOKYMEHTb] MY IIPOCMaTPUBaNTe IIOJIyYeHHOe
yBeZJOMJIEHME II0CTIe KaXKZ[0M OIlepaliuy, OCYLIECTBIIEHHOM Ha CIIeI[MaIbHOM
ycTporicTBe (6ankoMaT, POS-TepMuHaI) U TLIATEeILHO IIPOBEPbTE BhIAEIIEHHYIO
Ha HeM uHbopMaInio (4CIio, HoMep KapTouky, GaMuiusi/uMs, cyMMa
oIlepaIuy, BajlloTa OIIEPALINN).

XpaHuUTe BCe MOATBEPXaloLiye JOKYMEHTE], CBSI3aHHBIE C OIIepaIlUsIMIY, OIS UX

CBEPKM C oIlepanmusaMy, YKasaHHbIMU B BEIIIMICKE CUeTa.

1. laHHasA yciyra IpefoCcTaBsgeTCca 6aHKaMy KaK B 6aHKOMATaX, TaK ¥ IIOCPELCTBOM aBTOMAaTM3UPOBAHHbBIX CUCTEM
OUCTAHI[MOHHOTO o6¢myXuBauusa (internet-banking, mobile-banking u gp.).

2. [JaHHas yCyra MO3BOJISET IONyYaTh YBeAOMIJIEHMUS Ha MOGUIIbHOE YCTPOMCTEO 6€3 IOAKITIOUEeHH S K MHTEPHETY.

PexoMeHZanuy nis 6e30IMacHOr0 MCIOJIb30BaHMSI MIIATEXHOM KapTO4YKHN B ounaﬁn-cpene
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IIpoBepka
6e3omacHoCTH
OHJIAMH-

TOProBI[eB

[TpoBepbTE B paMKaX 3JIEKTPOHHBIX TOPTOBBIX IIIaTGOOPM HaNIM4YMe CUMBOJIOB
3D- Secure (Mastercad SecureCode, VERIFIED by VISA, American Express
SafeKey). OHM 06BIYHO OTPaXXEHbl B HMKHEN CTOPOHE Be6-CTPaHMITbl TOPTOBIIA.
Y6enuTech, YTO CAMT TOPTOBLIA 3aLIMUILEH HANTMUMEM JIOTOTHUIIA SSL3 unu ero
appec HauMHaeTcs ¢ https://”, 4To o603HavaeT LMdpoBaHMe IlepefilaBaeMoMn
uHGOpMaIny;

Huxkorpa He npefoctaBinsiTe PIN-Kof, Ipy OCYLIeCTBIIEHUM OHJIAMH-OIIepaliui
OH He HY)XX€eH, [I09TOMY HY OMH OHJIalH-TOPIOBel] He BIIpaBe TPe60BaThb ero
BHECEHMe B CIIeI[MaJIbHOE II0JIe Ha 3JIEKTPOHHOM TOProBo maThopMe.
W36eraiTe MUCIIONIb30BaHMe OIIUY «XpPaHeHMe AaHHBIX», HOMIYCKaloLlen
BO3MOXXHOCTb OCYIIeCTBIJIEHUS OYAYLIMX OIlepaliuil 6e3 Heo6X0AMMOCTY BBOZA

OaHHBbIX TJTaTEeXHOM KapTO4YKH.

H36eraiTe UCIIONIb30BaHMe NYO6NMYHBIX ceTeyt Wi-Fi s ocyLiecTBIIeHUS
OHJIaMH-OIlepalui, Tak Kak OHY MOTYT UCIIOJIb30BaThCS AJIS 3aXBaTa
TepefjaBaeMbIX JaHHBIX.

3aluTHUTE CBOM KOMIIBIOTED, aKTUBUPYSI O6HOBJIEHMSI 6€30I1aCHOCTH,
MpefcTaBJisseMble ITOCTABLIMKaMM IIPOTPaMMHOI0 o6ecreueHusI (KaK IpaBuIIo,

6ecIIaTHO) ¥ YCTAaHOBUTE aHTUBYMPYCHYIO IPOTPaMMYy MIIM IIPOTPaMMy



antimalware? xoTopast TOMOXXeT 06HapYXUTh MOLIeHHIYECKNe IIPOrPpaMME],

Hcrionb3oBaHKe

IpefHa3HauYeHHBIE 11 c60pa BBEZIEHHBIX JIMYHBIX JaHHBIX, 06HAPYXUThb
6e3omacHoOM .

CcaMThbl, CO3aHHble MOLIEHHMKaMM 715 IIOJTyYeHMsI KOHOMAeHIIMaIbHbIX
cpenbl ANs

PEeALB1 1y JaHHBIX M T.[.
OCYLIeCTBJIEHUS .
— MHs6eranTe [OCTYIIA K IIOA03PUTENIbHBIM CChUIKAM B 9JIEKTPOHHBIX IMChMAX,

maTexen

COLIMAJIbHBIX CETSIX, IIpOrpaMMax MIHOBEHHOM IIepefiauy COOOIIeHMM, 0CO6eHHO
B TeX CIIy4Yasx, Korfa Tpe6yeTcs BHECEHME INYHBIX JaHHBIX WX MHOOpMAILIUM
C KapTOYKI.

— B cnyuae oHJTaMH-CAEJI0K PeKOMEHIYEM UCII0NIb30BaHe BUPTYaIbHOM
KapTOUYKM , Ha CYET KOTOPO MOXKETE ITePEeUMCIINTD JIMUIb HEO6XOAUMYIO IS
oIepaLuy CyMMY.

— XpaHUTe Bce IIOATBEPXAaloLIMe JIOKYMEHTHL I10 OCYLeCTBJIEHHBIM OIlepaniusiM

00 OKOHYAaTEJIbHOI'O pacdyeTa CyMM CO CUeTa KapTO4YKMN.

Hcnonb3oBaHue
xopga — He coo6ujanTe HUKOMY Koz CVV2/CVC2/CID mnu o603 Gpyroy OAHOPa3oBhli

CVV2/CVC2/CID n [1apoJIb, IIOJTYYEHHBIM OT BaLlero 6aHKa [Ji aBTOPM3aLMy IIJIaTeXa MU
O HOPa30BbIX IOAKITIOUEHMSI K CUCTEME MHTEPHET-6aHKMHIa/MO6UIIBHOI' 0 6AHKMHT .
naporneu

3. CTaH#apT 6€30IIaCHOCTY AJISI CBSI3Y MEXAY 6pay3epoM U CEpBEPOM.

4. [IporpaMma 3aLjAThl, CIIeLMaIbHO Pa3paboTaHHas ISl IPOTUBOLAEMCTBUSA IPOrPaMMHOMY 06€CIIeYEHMIO,
MpeiHasHAYeHHOMY AJIsI IPOHMKHOBEHMS MIIH ITOBPEXAeHMS MHGOPMAIIMOHHON CUCTeMBl (KOMIIbOTepa) 6e3
corjacus Biagenblia.

5. KapTouka, [I03BOJISIIOLasI OCYLIECTBIISITh TOJILKO OHJIaMH-OIIepaliuy, 6yAydy IIPUBSI3aHHOM K OTHEIIBHOMY
JIaTeXHOMY cueTy. OTCYTCTBME MAarHUTHOM JIEHTHL M YMIIa He JOIIYCKAlOT OCYLIeCTBIIeHMe IIyIaTeXey B QU3MIeCKOn
cpezie.
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