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[IpemoTBpalleHNe MOIIEHHMYECTBA U obecriedyeHme 6e€30IIacHOCTH

PyCK MOLIEHHUYECTBA SIBJISIETCSI PeaJIbHBIM IIPU UCIIOJNIb30BaHMY 6aHKOBCKMX IPOAYKTOB. TeM He MeHee, clienys
HECKOJIbKMM IIPOCTHIM IIpaBuiiaM 6e30I1aCHOr0 6aHKMHTA, BBl MOXXETe U36eXaTh BOSMOXXHOM CUTyal[uK
MOLIEHHUYeCTBa.

ViMesi cu€T B 6aHKe ¥ CTaB XXePTBO} MOLIEHHUYECTBA, Bbl CMOXeTe 06paTUThCS, YTO6H] IIONTYIUTD CBOY AEHBI' U
06paTHO, eCJIY BBl CJIeI0BAJIN [I0JIOXKEHMUSIM ¥ YCIIOBUSIM Ballero 6aHKa. ITU YCIIOBUSI OIIPEENISIIOTCS IIPaKTUKOMI
6aHKOBCKOM 6€30I1aCHOCTM ¥ BKJTIOYAlOT COOOLIEHMS O II0TEPe MIIK KPaXke KapThl, /UK COOOLIeHME O
MOLIEHHUYIECKO IesITeIIbHOCTH, KaK TOJIbKO Bbl 3TO OCO3HAJIN.

BesomacHoOe UCII0NIb30BaHME MIJIATEXHBIX KapT

Korpa BBl monmyuuTe KapTy 6aHKa, Cpasy MOAMIUIUINTECh Ha €€ 060pOTe B MeCTe IOAIMCaHU .
Iep>XXnUTe 3anIUCK PeKBU3UTOB KapThl B HAZIEXXHOM MecTe. He laBaniTe CBOO KapTy [JIs UCIIOJIb30BaHUS APYT UM
NuIlaM, B TOM YMCJIe YJeHaM CEMbM. XPaHUTE KapTy B YCIIOBUSIX, UCKITIOYAOUINX IOBPEXEHME, IIOTEPIO, KPAXY UIIN
XULIeHYe OaHHBIX, COAEPXallXCsI Ha Hell. BHMMAaTeIbHO IIPOYNTANTe ITIpaBMUJIa U YCIIOBUS / KOHTPAKT, KOTOPblE
COIIPOBOXAAIOT Ae6eTOBYIO KapTy, ¥ cobmofanTe ux. Hukorza v HUKOMY He coobuianTe Baul PIN-koz, CVV2 unu
IpyTue IIapojiy, B TOM YMCIIe COTPYAHMKAM 6aHKa. Eciiy Bbl 3an1MCblBaeTe CBOM JIMYHBLY UAEHTUOUKALIMOHHBIN KOZ
(PIN-Kof), He AEPXXUTE er0 BMECTE C IINTaTEXHOM KapToi. Y6euTeCh, YTO ¥ BaC eCTh KOHTAKTHBIM TeJleOH BaLIero
6aHKa, YTOObl MMETh BO3MOXHOCTb HEMEJJIEHHO M3BECTUTD €0 B CITyYae ecjiy Ballla KapTa 6y[eT yTepssHa UIIKu
IIOXUIIeHA.

BaHK MMeeT KPYTJIOCYTOUYHBIN I[E€HTP IOAAEPIKKY, OJISI TOr0, YTO6b]l KJIMEHT MMEJI BOSMOXXHOCTD COOGLINTD O IIOTEepe
WY KpaXke KapThl, KaK TOJIbKO OH 0CO3HAeT 3T0. BaHK HeMe[JIEHHO 3a6JIOKMPYEeT Bally KapTy, ¥ Bbl M36€XUTe TAKUM
06pa3oM IIOCIIEZIYIOLIVE IIOTEPH C BAaLIEr0 CUETa.

Bbl MOXKeTe B BalleM 6aHKE YCTAHOBUTD HAa CBOEM CUETE MaKCUMAJIbHbBIY CYTOYHBIN JIMMMUT II0 CHSITUIO CPEZICTB,
KOTOPBIY IIOMOXET YMEHbLIUTDH IIOTEPY Ha BallleM CUETe B ciryuae, ecniu kapTa ¥ PIN 6yayT IOXMLIeHEL.

CBepsIiTE BBIIIUCKY C 6aHKOMATOB ¥ KBUTAHILIMM Ha IIOKYIIKY IIOJIyYeHHble B MarasyHax C BBIIIUCKOM 110 cueTy. Ecnu
Bbl [IOj03PEeBaeTe Hajinuye KaKoM-J1I160 MOLIEHHMYECKOM [AesiTeTIbHOCTH, CBSI3aHHOM C MCIIOJIb30BaHMeM BalLIero
cueTa, 06paTUTECH B CBOM 6aHK HEMeJIEHHO.

CyMMapHBI IIepeyeHb COBETOB 110 6€30IIaCHOMY MCIIOJIb30BaHMIO IIJIATEXHOM KapThl:

— BeperuTe Bally IIaTEXHY0 KapTy. Bcerza sHauTe, rje OHa HaXOAUTCS; €CJIM Bhl €€ IIOTEPSIJIN, COO6LINTE B 6aHK 06
3TOM KaK MOXXHO CKOpee.

— PexoMeHpyeTcs 4To6b1 PIN-KoZ Ballei IJIaTEXHOM KapThl , OTJIMYAJICS OT BalIero agpeca,

— HoMepa TestepoHa, HOMepa COLMAIbHOTO CTPaX0BaHMUA UJIM AAThl POXAEHUSI. 3TO 3aTPYAHUT MOXUTUTEIIO
MCIIONb30BaHMe Ballley KapThl. HeKoTopble 6aHKY IIPefoCTaBIISIOT BOSMOXXHOCTDH CAMOCTOSITEIIbHOM CMEHBL
BJIafieNiblleM KapThl cBoero PIN-Kofia rmocpeiICTBOM 6aHKOMATOB.

— CoxpaHsATe U IPOBEPSANTEe KBUTAHI[UMA VIS BCEX BUOB OIEepaI[Aii C BALIMMM BBIIUCKAMM CO CUETa, AJISA TOTO
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4TO6B1 Bbl CMOTTIY O6HAPYXUTD OLIMOKY UM HECAHKIIMOHMPOBAHHbBIE IEPEBOALL ¥ COOOLIATH O HUX.
— Y6enuTech, 4YTO Bbl 3HaeTe ¥ [JoBepseTe IIPOZaBIly MIIM KOMIIAHUY, IIPEXe YeM IIOZeNIUThCS KaKoM-JIM60
uHbopMaImen 0 6aHKOBCKOM CUETE MY NaTh IIpeZIBapUTEIIbHOE COTJIacKe Ha CIIMCaHMe CPeCTB C Balllero cUeTa.
— Kaxpbli Mecsll 6e30TiiaraTelIbHO ¥ BHMMATEJIbHO M3yYUTe BBIIUCKY I10 CBOeMY cueTy. IIpyu o6HapyXXeHUu
HECaHKIIMOHMPOBaHHBIX onepaumﬁ WIJIV OLIMO60K HeMe[nJIeHHO CBAXUTECH C 6aHKOM MJIN ApyruMm
COOTBETCTBYIOLIMM (PMHAHCOBBIM YUpPEXIEHUEM.

BesomacHoe UCIoIb30BaHMe 6AHKOMATOB

AL

e———— -~
Y6emuTech, YTO HUKTO He MOXeT yBUAeTb PIN-KOJ, KOTOPEBL BBl BBOAUTE. . [IpOBepBTE, €CNu

Ha 6aHKOMAaTe He YCTAaHOBJIeHbl KaKye-TO HeOOBIYHEBle YCTPOMCTBa/060pyAoBanHme. Eciiy uTo-TO oKaXeTcs He Tak,
clleflyeT HeMeZJIEHHO CBsI3aThCsI ¢ 6aHKOM. Eciiu Bo BpeMsl TpaH3aKI[UY, Ballla KapTa 3acTpsijia B 6aHKOMaTe, He
OTHaNsANTeCh OT 6aHKOMAaTa ¥ II03BOHUTE B 6aHK. Eciiy BBl HaxoauTech y 6aHKOMaTa B Hepabouee BpeMs, I03BOHUTE
B CITyXX06y 24-4acoBOM IOAZEePXXKM Balllero 6aHKa I10 IIOBOAY IIOTEPSIHHBIX MM YKPaJeHHBIX KapT. baHk HeMe[IeHHO
3a6JIOKMPYET BCe OIlepaliyy 110 Ballel KapTe, YT06bl M36eXaThb II0TEPY CPEZICTB BCIIeZCTBIE IIOTEHIIMAJIBHOI 0
MOLIeHHUYECTBA . He m03BoNsNTE ce6e OTBIIEKATHCA UIIY IPUHUMATD «[IOMOLIb» IIOCTOPOHHUX. ITYU JIIOAY MOT'YT
TIOIIBbITAThCSI 3aBJIaZleTh Ballelt KapToi ¥ PIN-KozoM.

BesomacHble I1aTeXu 6aHKOBCKMMMU KapTaMM B Mara3mHaxX, peCTOPpaHaxX M APYI'UX IIYHKTaxX
POSHUYHBIX IIPOAAX

IIpu BBOZe cBoero PIN-Kozia He ITO3BOJIANTE HUKOMY BUAETh IUGPE]L, KOTOPHIE BBl HabupaeTe. HecMoTps Ha TO, UTO
HOBBlE TEXHOJIOI UM 3HAUUTEJIHbHO YMEHbIIMIIY BO3MOXHOCTD KOIIMPOBaTh MHGOPMAIINIO C Balllelf KapThl (M3BECTHYIO,
KaK CKMMMMHT), CO6JII0/IaliTe CIIeZIyI0Ilye Mephl IIPeJOoCTOPOXXHOCTH, YTO6B! IPELOTBPAaTUTD JTI06YI0 BO3MOXHOCTD
Oy6nupoBaHMsI BalleM KapThl:

— [JepXxwnTe Bauly KapTy BCerZia B II0JIe 3peHusi. Hampumep, ecny 0PpUIIMaHT X0UeT YHECTM Bally KapTy, YTO6EL
MHUIIMUPOBATD TPaH3aKI[MIO B IPYTOM MECTE, COIPOBOAMUTE OMI[MaHTa K 9TOMY MECTY.

— He o3BOJNIANTE IPOBOAUTD Balllel KapTOM 60JIee YeM II0 OZHOMY CUMThIBAlOLIEMY YCTPOMCTBY B OHOM TOUKE
npogaxku. ECJu yCTpOMCTBO He paboTaeT, IOSTBUTCS COO6LIeHME M/ WY pacIievaTKa, YTO OIepalus Ui
coefIMHEHMeE He YOaJoCh.

— Ilpy IIOKyIIKaxX B MHTEPHET-MarasyHax, IpOBePbTe HAJIMUMe 3aL[UTHBIX CMMBOJIOB 3Dsecure, 06b19HO
pa3MelIéHHBle Ha HIDKHEY YacTy Be6-cayTa IIpofasIia. IIpy IoKymnKax 10 MHTEPHETY He TpebyeTcss BBOAUTH PIN-
KOJ Ballle} IJIaTEXHOM KapThl, II09TOMY He BBoAMTe cBoy PIN-Kop1 Ha KaKuX-JI160 Be6-calTax.

BesoracHoe uCIIosib3oBaHMue I/IHTepHeT-6aHKI/IHI'a.

C 60JIbLIOM [OJIel BEPOSITHOCTY KOMIIbIOTEPHBIE CUCTEMBl Ballero 6aHKa 6YAYT HOCTATOUHO
6€e30macHbIMY, HO BBl IOJDKHB] 3alIUTUATD CEOSI M CBOM 6QAHKOBCKUM CUET OT BHELIHUX BO3ZIEMCTBUM IPU IIPOBeeHUN
oIepaluii IOCPeICTBOM MHTEepHeT-6aHKMHTa. M36eraifTe UCIIONb30BaHMA 06LIeCTBEHHBIX TEPMUHAJIOB (HalpuMep, B
6M6IIMOTEKaX MIIY MHTEPHET-Kade) A 9JIeKTPOHHOro 6aHKMHTa. ECIIu Bce-Taky BaM IIPUXOAUTHCS UCIIONIb30BaTh



06LIeCTBEHHBIV TEDMUHAJI, Y6eAUTECh, YTO HUKTO He MOXET BUZIETh, KaK Bbl BBOAUTE CBOE UM II0JIb30BaTelIS U
I1apoJIb IIPY BXOJle B CUCTEMY, ¥ Y6eUTeCh, UTO Bbl IPAaBUIJIBHO BBILIIN M3 CMCTEMBl B KOHIle Balllel CeCCUM.
PexoMeHIyeM MeHSITDH CBOJ IIapOJIb IIOCIIE IT0JIb30BaHMSA MHTEPHET-6AHKUMHTOM C IIOMOLIB0 06LIeCTBEHHOI0
TepMUHana.

[TpoBoaMTE CBOM 3IEKTPOHHBIE 6AHKOBCKME OIIepaIIUy, UCIIONb3YsI 6€CIIPOBOLHON [OCTYII, TOJIBKO €CJIU Bbl YBEPEHbL
B HEIIPUMKOCHOBEHHOCTM COeIMHEHMS, TaK KaK eCTh BbICOKMI PUCK IIepexBaTa BO BpeMs 6eCIIPOBOAHOM CBSI3MN.

Y6enuTech, 4YTO Y BaC eCTb COBPeMeHHble aHTUBUPYCHBIE ¥ aHTULITIMOHCKYE IIPOrPAMMEBL [JIsI 3aLUTEL OT
MOLIEHHUKOB. DTOT TUII IIPOTPaMMHOT0 06ecIiedeHMsI 3alIUTUT Bac OT BUPYCOB, a TaKXXe 0T PUCKa AUCTAaHIIMOHHOIO
XMUIEHNS BallUX I1apOJIey UK JINYHOM MHOOPMAaIIMY BO BpeMsI MHTEPHET-6aHKMHTa.

[Tepesi BXOOM B MHTEPHET-6aHK 3aKPOMTE APYTUE BeO-CaNTHL.

3axozuTe cpa3y Ha caliT Ballero 6aHKa, a He Yepe3 CChUIKY, HallpMMeD, IIOUCKOBOM CUCTEMBl UITH 3JIEKTPOHHOM
IouThl. BBEZIUTE aZipec B aipecHOM CTPOKe 6pay3epa, MU COXPaHMUTE CChUIKY Ha Be6-calT 6aHKa B M36PaHHOM.
Hukorpa He ITepexoAuTe II0 CChUIKe Ha CaliT, KOTOPHLM 3alpaliyBaeT M3MeHeHMe BaLIero IIapoJis UK
npefocTaBieHue nHGopMaIuy o BalieM 6aHKOBCKOM CUETe. BeposiTHee BCET0, 9TO MOLIEHHUYECTBO. BantemMy 6aHKy
He Tpe6yeTCsI IO TBEPXAEHNSI BALINX JaHHbIX.

Bce cayThl, KOTOpBIe IIPeJiaraloT 3JIeKTPOHHble CPEZICTBA OIJIaThl, TAKME KaK 6AHKN U MHTEPHET-MarasuHbl, ¥MeT
Beb6-pecypchl, KoTopble HaunHatoTes ¢ https://. TIpucyTcTBue «s» B https:// nHGopMUpyeT Bac 0 6e30I1acHOCTY Beb-
cauTa. Y6emuTech, YTO Ball Be6-6pay3ep OTMeUeH 3HAaYKOM 3aKPBITOr0 3aMKa, KOTOPBIM TaKXXe YKa3blBaeT Ha
6e30I1aCHOCTD Beb-cayTa. Bbl MOXKeTe KIIMKHYTh Ha 9TOT 3HAYOK [JIsI IIOATBEPXAeHNSI BlIaZieliblia cauTa.

Br16epuTe HaEXHEBLM [1APOJIb, KOTOPHIY HENTb3s yrafaTh JIeTKo. [locTapanTecs, YTO6HL B IapoJie IPUCYTCTBOBAJIO, KaK
MMHMMYM, BOCEMb 3HAKOB, B TOM 4KcCJIe 6YKBBL IIUbPhL ¥ CUMBOJIBL, TaKyMe KaK BOCKIIUIIATENIbHBINA 3HAK UIIU
peuieTka. PeryisipHO MeHSIIITE CBOM I1apOJIb.

HuKorza 1 HUKOMY He IlepefiaBaiiTe Ball IIapoJib AOCTYyIla MHTEPHET-6aHKMHTA, B TOM UMCJie 6aHKOBCKUM
paboTHMKaM. [1o OKOHYaHMUM OIIepaliuii Yepe3 MHTepHeT-6aHKMHT, BEIMAMUTE U3 CUCTEMBl U 3aKPOJITEe OKHO 6paysepa.
Ecinu BBl 3aMeTUIIN KaKoe-JIM60 MOLUIEHHMYECTBO MIIU APYTYI0 IIOA03PUTEIbHYI0 aKTUBHOCTb, COO6LINTE 06 STOM B
CBOJM 6aHK.
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