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PeKOMeH,Z[aI_U/II/I 10 IIOBBINIEHNIO 0€30IIaCHOCTH npn
JICITI0JIb30BAaHUM IJIaTE>XKHOU KapTO4YKIAN

PekoMeHZanyy 110 6€30IIaCHOMY MCII0JIb30BaHMIO IIJIATE>KHOM KapTOYKM B (pM3MUeCKOl cpefie

XpaHeHune PIN-koaa B cekpeTe, koga CVV2 / CVC2 / CID nav noboro apyroro napons,

CBA3AHHOIO C MCMOJIb30BaHNEM MAATEXHON KapTo4Kkn

— He coobuwante PIN-Ko4 HUKOMY, IaXe Y/eHaM CceMbM (HUKTO He MMeeT npasa
3anpawmsath PIN-kog, ko CVV2 / CVC2 / CID nan noboi Apyror naposib).
— 3anomHuTe PIN-KOf, He 3aMnmnCbiBas ro Ha NiaTexHon KapToyke nav Ha lobom
Opyrom Hocutene.
— Jlaxe ecnv 3anncann PIN-kog, ybeamTecs, YTo 3Ta MHPOPMALMS XPAHUTCA B
6e30MacHOCTY, OTAEIBHO OT MJIATEXHOM KapTbl.
Ynpasnenue PIN 1 — XpaHuTe KOHBEPT C YA3BNUMbIMN NAEHTUDNKALUMOHHBIMW A3HHBIMK, MOAYYEHHBIMW 13
APYrMY Kodamu / 6aHKa B MOMEHT nosyderns kaptouku (PIN, CVV2 / CVC2 / CID) oTaenbHoO oT
naponamm KapTO4KM, YTOObI MCKOYNTb MX OAHOBPEMEHHOE XPaHEeHMe B C/lyyae
HECaHKLMOHMPOBAHHOIO NCMOJ/Ib30BaHNS.
— BBoawnTe PIN-kOA OCTOPOXHbIM CMOCOHOM NpW COBEPLUEHNN NaaTexen B POS-
TEPMUHANAX MW NPU CHATUM HANTMYHbIX B 6aHKOMaTax 6aHKa, YTobbl n3bexaTb nx
MOLLEHHNYEeCKOro BOCNPOM3BEAEHWA 1 MCMOJIb30BAHWA TPETBMMU NLAMN.
— Mepuoanyeckun meHsante PIN-kog'.
— He ncnonb3aynte kombuHaumio umdp / 0bLmii Naposb Aaa A0CTYNa KO BCEM
NAATEXHbIM NHCTPYMEHTAM.
— HemeaneHHO CBAXMTECh C BaHKOM 1 n3meHmnTe PIN-KoA B C/lydae noao3peHmna

OTHOCNTEJIbHO HECAHKLUMOHNPOBAHHOIO B/1aAeHNA M APYTMN TNLaMI.

MpymeHeHne .
— s npenynpexaeHns MOLLEHHNYECTBA, akTMBU3MPYINTE OMNUMIO MPUMEHEHWS

KOJINYECTBEHHbIX .

KONMYeCTBEHHbIX NPeAesioB 417 ONepaLi, OCyLLeCTBAEHHbIX MOCPeACTBOM
npeaenos Ha . .
NNATEXHON KAPTOYKK. NpefesioM ABAAETCA MAaKCMMA/IbHbIM 3HAYEHNEM OMepaLmm
exefHeBHble .

WM MAKCUMaJIbHOE KOJIMY4eCTBO ONepaLmi, KOTOPbIX MOXHO OCYLLeCTBNATb
onepauunu, .
. exeHeBHO/exeHene1bHO/3a onpeAeIeHHbI MEPVOZ C NMI3TEXHOMO CHeTa, K

OCYLLECTB/IEHHbIE
. . KOTOPOMY MPUKPEnJieHa NiaTexHas KapToyka.
MaTEXHOWM KaPTOYKOM

—  KOHCy/IbTMpY#iTE PeryIapHO CanT Bawwero 6aHKa A1 3HaHMA Mep 6€30MacHOCTY NpK

MNprmeHeHne mep
NpefoCTOPOXHOCTH
NPV NCMOb30BaHNN

MaTEXHOM KAPTOUKM

MNCNO/Ib30BAHNM NAATEXHOM KAPTOUKM 1N KOHTAKTHbIE AaHHble 6aHKa B C/lydae
HeobxoanMocTu.

B cnyyae ytepu, Kpaxkun av apyrmx No403pUTesIbHbIX CUTYaLMI He3aMeaUTeNbHO
NHPOPMUPYITE BaHK 1 TpebyiTe BNOKMPOBKY KapTOYKW. YCIYri No noaaepxke
HaHKOBCKMX KapTo4ek JOCTyMNHbl 24/7/365.

MpoBepbTe CYyMMy, YKa3aHHYH Ha 3KpaHe POS-TepmuHana/baHkomata, 1o Havana

CAeNKu.
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AKTUBWPYITE yCyry SMS- yBeJloMNIeHNEe®, C MOMOLLbIO KOTOPOW Bbl Cpa3y byaeTte

yBeAOMJIeHbI 06 0MepauysXx, OCYLLECTBIEHHbIX C MIATEXHOWN KapTO4YKOW.


http://bnm.md/

AKTMBaUMSA yCnyr
yBeloMSieHns 06
OCYLEeCTBNEHHbIX

caenkax

Be3sonacHoe xpaHeHune/
NCNosib30BaHne
NaTEXHOM KapTOUKM 1
NoATBEPXA3OLLMX

[OKYMEHTOB

B cnyyae HeydaBLIenca cAesiKm C MOMOLLbIO M1AaTEXHOM KapTOYkMy,
He3ameInTeIbHO MPOBEPbTE OCTATOK CYETA, K KOTOPOMY NMP1BA3aHa N1aTexXHas
KapTOYKa, MPOCMOTPEB COAEPXKMMOE MOJYYEHHbIX YBELOMJIEHWU, UIN C MOMOLLbIO
NHTEePHET-0aHKMHIa, MOBNAbHOro BaHKMHIa NAW APYrMX CPEACTB, NPefoCTaBAeHHbIX

H6aHKOM-3MUTEHTOM A/1A 3TOTO.

XpaHnUTe KaPTOUKY B YCIOBUAX, NCKITHOYAIOLLMX €€ MOBPEeXAEHWE, YTEPIO M KPaXy,
WAV KOMMPOMETMPOBAHME BBEAEHHbIX Ha HEN AaHHbIX.

MoAnuLWnTE KapTOYKY Ha 0OPATHOM CTOPOHE B YKa3aHHOM MeCTe He3amMea/IMTeIbHO
npu ee Noy4eHnn.

He nepeaaBainTe KapToUKy APYrvM fMLAM.

TpebyiTe oCyLLeCTBEHME ONepaLmii y TOProsLia/6aHKOBCKOM KacChl TOSIbKO B CBOEM
NPUCYTCTBUM, He NO3BoJIANTE ee GOoTorpadrpoBaHme Nan KCEPOKC IMLAMN, He
MNMEIOLLIMX Pa3peLLleHne Ha OCYLLLeCTBAEHNE JaHHbIX AeNCTBUM, BO M3BexXaHmne Kpaxn
[aHHbIX, BHECEHHbIX HAa KAPTOYKY, KOTOPbIe MOTYT BbITb MCMOb30BaHbI NPK
OCYLLIECTBIEHMM OMNepPaLIMiA B OHNANH-Cpee.

MN3berainTe xpaHWTb/NepeaaBaTb KOHOMAEHUMANbHYIO MHbOPMAaLMIO NOCPeACTBOM
TenedoHa, 3NeKTPOHHOM NOYTbI U/MAK APYrMMM Cnocobamm CBs3N Yepes
He3allMLLeHHble KaHaslbl.

TpebyiTe NoATBEPXAAOLIME JOKYMEHTbI M NPOCMATPUBANTE NOJYYEHHOE
yBeIOM/IeHNE NOC/Ie KaxXAoM onepaLnm, OCyLLEeCTBIEHHOM Ha CneLmnaibHOM
ycTporictee (baHkomat, POS-TepMmnHan) 1 TlwaTeibHO MPOBEPbTE BblAe/IeHHYIO Ha
HeM MHdOoPMaLWIo (YMCI0, HOMep KapToYkW, GaMruana/Mma, CyMma onepaunm,
Ba/ItOTa onepaumn).

XpaHuTe BCe NOATBEPXKAAIOLLME JOKYMEHTbI, CBA3aHHbIE C ONepaLmamMn, Aaa Nx

CBepKun Cc onepaunamMmmn, yKasaHHbIMM B BbIMNMNCKe CHeTa.

1. HaHHas ydiayra rnipefgoCTaBiIsieTcd 6aHKaMM KaK B GaHKOMaTaX, TaK M ITIOCPeCTBOM aBTOMATM3MPOBAHHbBIX CMICTEM

OVICTAaHIMIOHHOTO 06Cmy>kuBaHus (internet-banking, mobile-banking u gp.).

2. ,ﬂaHHaH YCiayra IIO3BOJISAET I10JIy4YaTh YBEAOMJIEHN S Ha MOGMIIbHOE YCTpOf/ICTBO 6e3 IIOOK/IIOYEHNSA K MHTEPHETY.

PekoMeHAauum A1 6€30TIaCHOTO MCITO/Ib30BAHMS TIJIATEKHOV KapTOUKM B OHJIAMH-Cpeze

=0y

[TpoBepka
6€30M3aCHOCTN OHMNANH-

TOProBsLeB

— TlpoBepbTe B paMKax 3/1€KTPOHHbIX TOProBbIX M1aTdOpM Hannuyme cMmsonos 3D-

Secure (Mastercad SecureCode, VERIFIED by VISA, American Express SafeKey).

OHW 06bI4HO OTPAXKEHbI B HUXHEN CTOPOHE BEO-CTPaHWULIbl TOPToBLa.

— YbeauTecs, YTO CalT TOProsLa 3aLNLLEH HATMYMEM JIOTOTMNA SSL3 nnm ero aapec

HaumHaeTca ¢ ,https://”, uTo 0603HavaeT WNdpPOBaHKe NepeaaBaemon

nHdopmauny;

— Hwukoraa He npegoctaBnsanTe PIN-Koz, NPy OCyLLIECTBAEHUN OHNANH-0NepaLyii oH

He HYyXeH, N03TOMY HN O4NH OH)'Ial;lH-TODI'OBE‘LJ, He Brnpase TDe6OBaTb ero

BHECEHME B CreLmasibHOe MoJ1e Ha 3/1eKTPOHHON TOProsow niatdopme.

— V36erainTte ncnoib30BaHme onumn «xpaHeHne AaHHbIX», 40MyCKaloLen

BO3MOXHOCTb OCyLeCTB/IeHNA 6yuyLu|/|x onepaumﬁl 6e3 HeobxoAMMOCTV BBOAA

AAHHbIX naaTexxHowm KapTo4KW.

— W3beranTe ncnosb3oBaHne nybandHbIx ceTert Wi-Fi 4ns ocyLecTBaeHnsa OHNanH-

onepaumﬂ, TaK KakK OHM MOTYT NCMO/1Ib30BAaTbCA AJ14 3aXBaTa NnepeaBaeMblX

AdHHbIX.

— 3awmtnte CcBON KOMMbIOTEP, aKTNBMPYA obHoBNEHWSA 6eBOﬂaCHOCTVI,

npeacraBafsemMble NOCTaBLUMKaMM NPOrpaMMHOro obecneyeHunn (KaK npasnno,

6ecniaTHo) 1 YCTaHOBUTE aHTUBMPYCHYIO MPOrPaMMy 1an NporpaMmmy



antimalware®, KoTopas NOMoXeT 06HaPYXWTb MOLLEHHUYECKMe NPOrPaMMbl,

Micnonb3oBaHne .
npeaHa3HayeHHble 419 cbopa BBeAEHHbIX JIMYHbIX AaHHbIX, 0OHAPYXWUTb CalTbl,

6e30nacHor cpeabl
CO34aHHble MOLIeHHNKaMn ana nosy4yeHna KOHq)l/I,ELEHLI,I/IaJ'IbeIX OdHHbIX U T. 4.

ONna ocyulecrsieHna .
— W3berante O0CTyna K noAo3pUTe/IbHbIM CCblJTIKaM B 3/IeKTPOHHbIX MNCbMaXx,

nnaTtexen . .

CoUManbHbIX CETSX, MPOrpaMmMax MrHOBEHHOW nepenaayn cooblleHnn, ocobeHHo B
Tex Cay4anx, koraa TpebyeTca BHECEHME INYHbIX AdHHBIX MM MHPOPMALIN C
KapTOYKM.

— B cnyyae oHNamH-coenok peKoMeHAyeM NCMosIb30BaHNE BMPTYasIbHOM KAPTOUKA ,
Ha CYeT KOTOPOM MOXETe NepedncInTb NnLlb HEOOXOANMYIO A4 onepaLn
CcymMy.

— XpaHnTe BCe NOATBEPXAAOLLME JOKYMEHTbI MO OCYLECTB/IEHHbLIM OMNEPaLMsAM A0

OKOH4YaTe/IbHOro pacyeTa CyMMm CO CHeTa KapTo4KKn.

@ Mcnonb3oBaHve Koaa

CWW2/CVC2/CID n

O[IHOPA30BbIX

— He coobuante H1nkomy kog CVV2/CVC2/CID nnu ntoboi apyron 0HOPAa30BbIN
NMaposib, NONYYeHHbIN OT Ballero 6aHka /18 aBTOPM3aLMM NaTexa nan

) NOAK/MOYEHMS K CUCTEME MHTEPHET-0aHKMHI/MOBWUIBHOTO BaHKMHTa.
naposen

3. CTaHZapT 6e30MacCHOCTH JISI CBSI3U MEXKIY 6pay3epoM U CepBEPOM.

4. TIporpaMMa 3alMTBhI, CIIelIaJbHO Pa3paboTaHHas AJisi IPOTUBO/e/CTBISI IPOrPaMMHOMY obecIiedeHUIO,
MpelHa3HAaYeHHOMY JIJIsl IPOHMKHOBEHMS VIV MTOBPEXXAEHMS MHPOPMALIMOHHOM CUCTeMBI (KOMIIBIOTEPA) 6€3 COTIacus
BJIaflesiblia.

5. KapTouka, I103BOJISIIONIAsT OCYIIECTBIISITh TOJIBKO OHJIAH-0IIepaviy, 6y Iyuy MPUBSI3aHHOM K OT/IeIBHOMY
IUIaTe>KHOMY c4eTy. OTCyTCTBMe MaTHMTHOM JIEHTHI M YMIIa He JOIyCKaloT OCyllleCTB/IeHNe IIJIaTesKell B (pM3MIecKon

cpegne.
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